Porting coreboot to the HP
ProLiant MicroServer Gen8
(Part 1)

Alexander Couzens , Felix Held



Why this platform?

good value (~200 Euro for system including mainboard,
dual core lvy Bridge CPU, power supply, chassis with 4
3,5” HDD trays, 4GB RAM included, one RAM slot still

empty)
nice form factor

ECC RAM

native RAM init exists for this generation



Gathering information

Have a look at the board
Search for board schematics
Ispci, Isusb, ...

Dump all flash/EEPROM chip contents

Finding out pinouts of possible debug connectors



Board overview
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Board overview
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diagram source: http://blog.themonsta.id.au/wp-content/uploads/2013/06/G8 Microserver OriginalSystemDesign.pn
(the diagram seems to be from an early development version, but is quite similar to the real product)



http://blog.themonsta.id.au/wp-content/uploads/2013/06/G8_Microserver_OriginalSystemDesign.png

Socketin

* cheap solution
e does not interfere with the other chips

e writing flash chip is easy



Flash/EEPROM chips

16 MB ILO (SOIC16)

8 MB BIOS

2 MB IFD & ME

Broadcom 256 kbytes firmware + config

U12: 256 bytes: serial number, iLO username & password, asset tag
U74: 8192 bytes: mac address (6 bytes used)

U75: 256 bytes serial number again (?)

eMMC



1ILO4 JTAG + serial

38 pin MICTOR
ARM ETM connector
(JTAG + trace)

iLO serial port




ILO4 serial port

e use multimeter to find ground pin
e use logic analyzer to find the TX pin

e Connect USB-UART chip



BOOT Version 20150624140241

Signed m4 v 0.1.79+ 25-Jun-2015 r@0000000 Plat NRM4
CPLDED DDRTNT DDRCAL DDRCND DDREND SCRCID SCBFEND
ASIC rev 00050115 MEMCFG=00013024

ERLRCH NVRSIZ=00040000 NVRSRL=00008000

Valicating image

Starting decrypt - done

Starting hash 0-0000003F 00000440-00075E68 - done
Signature valid

Decompressing: compressed size 00075A24, decompressed size 000C05098
Image at FBEF_0000 ok - boot to 2000_1000

Loading type 2, version 0.8.37 of 28-Mar-2016

Kern€elecsssssssssssssssssssssssssssssssssssssssssssss INTEGRITY v10.0.3
BSPessssssasesssssns ilL0 BSP Version 20160107122931 for 00050115/d9;0/1
Debug Agent.cccccsssssscccssssssscssssssssssssscsssssssssssNOt Present
IP AOOreSSsessnsssnasnsnsnannssnnsnnnssannsannnannsnsssnsssnssssUNKIOWH

Active COreS.scccsscscsccssscscsssssnccssssssssnsssssssssssssssnssssnsl
INitial ODJeCtSccccsccscscssasssssssnscssanssssnssssnsssssssnnnsssselBB
Initializing boot modules:
Resource Manager..ccssssscsssssssssssssscsssssssnassnsssssss JUCCESS
Dynamic LO3@der.cccsssssssssssssssccssnscsssssssssssssssssssSUCCESS
System ReSOUrCeS:ccssssscsssssssssssssscssssssssassnsssssssSUCCESS
Dedicated PHY...ueevveusnsnsnsnnsssnsssssnssssss3roadcom BCM54616
Dedicated PHY pOWer...cisssevssssssnsssnnsnnnnnsns sess . .Normal
..................................1L0 w1ll use the dedlcated PHY
NC-SI VersioNiccccccsssccssscssscsssssssscsssnsssscsssssenss10.0
NIC FW Nam€.:cccssccsscscssncssnnsssssssssssssasssnssssss s NXINCSI
NIC FW Ver.cccccsascssnccnnnssnasssnccsnnnnssnnsnnsnes¥faff.26.00
PCI VID:icccossascacnsssccssnnssscsssnsssnssssssssBroadcon - e414
Selected Sideband deviCe....:isvssvssssnnssssssssnnns Embedded LOM
Embedded LOM enabled.....ccecvseeesssnnsssssssssssssssssssnness YOS
mac® adr=00:fd:45:fd:52:e2 ct1=2010fcd4 set=80004183
mac® cfg=200700dc rxs=200c@57c txs=200c@5b8 vla=off
macl adr=00:fd:45:fd:52:e3 ct1=2010fcd8 set=80024fa2
macl cfg=2001fA204 rxs=200cAePd txs=200cAedd vla=off
UMAC.cccesccssscccssssnscsssnsssssssssnscsssssssnsnsnsssssssSUCCESS
TCP/IPecesscsssccssscsssssssssssssssssssssssssssssnnsssssssdUCCESS
SN L I T oY e e T T LA G
Configure I/0 Termination TasKS..eusssssssssssnsssansnsssssSUCCOSS
Late KernelRange Clear...cccssssssssssssssssssssssssnsssssssSUCCESS
Boot InitializatioN.ccssccsscscsscsssnssssssssnssnsssssssssssCompleted
UMAC@[@]: Link: DOWN @ 3.254578
UMAC1[1]: Link: DOWN @ 3.258589
DHCP_et®: Sending M_DISCOVER(1) @ 3.359011
ilomzin: marker 1 @ 3.379557
ILOMAIN: version 20150914174943/d9 starting
ILOMAIN dynamic download mdxxmum imagye >1zc 1s 0x1a02000



ILO4 JTAG

e 0penOCD

e |Info : JTAG tap: auto0O.tap tap/device found: 0x07926021
(mfg: 0x010 (NEC), part: 0x7926, ver: 0x0)

e |LO4 chip (probably a custom multi-die package)

e |Info : JTAG tap: autol.tap tap/device found: 0x0128d043
(mfg: 0x021 (Lattice Semi.), part: 0x128d, ver: 0x0)

e Lattice LCMX02280C (FPGA)



ILO4 flash: binwalk -E

e different sections: normal code, compressed, scrambled/
encrypted, empty



ILO4 - Firmware

16MB SPI flash

Flash image consists of 2 parts:

 Flash boot loader (last 64kB of the flash)
e Main firmware sections

ARM9 (or newer)

Reset vector either at 0x00000000 or OxFFFFOOO0O



ROM: F+F 2008
ROM: FFF F 2008
ROM: F+F 2808
ROM:FEF 2004
ROM: FFFF2000
ROM:FEF 2004
ROM:FFFF2000
ROM:FFEFF2008
ROM: FEFF0004
ROM:FFFFa06d
ROM:FFFF2008
ROM:FFFFD068
ROM:FFFF200C
ROM:FFFFagac
ROM:FFFFO021@
nNOM: F+F+3814
ROM:FFFF2014
noM: F+F+3814
ROM:FFFF2014
noM: F+F+3814
ROM; FFFF20218
ROM: F-F=2018
ROM; FFFF221C
ROM: F-F =200
ROM:FFFF201C
ROM: F-F-aD2¢

F&3

ROM:FFFF282C
ROM:FFFFa02C
ROM:FFFF2B2C
ROM:FFFF202C
ROM:FFFFD0340
ROM:FFFF203@
ROM:FFFFD034
ROM:FFFF2038
ROM: FrF-2044d
ROM:FFFF20244
HIOM: ==k =38
ROM:FFFF204C

los_FFFFeAad

»

luc_FFFFé614

entry_pcint

ILO4 - Firmware

. axt
CODF32

DD BxkFRFREL

DCD BXFFFF2i48
DCD oxDeoezole

EL
EL
MoV
EL
MoV

EL

ARZA ROM, CODE,

J

READARLITE, ALIGN=€

entry_point
invalid_1inst~uctian_handler
sni_handler
prefetch_akort_handler
datz_abort_naadler
; CODE XREF: R0M:lce_FFFFee14!
loc_FFFFBE14
ira_handle-

Tast irq handler

y CODE XREF: ".J‘IZlCC_’FFFeEGET:
invelidate icache enad.e itcm

enale aligmenl taull
sut_FFFF@7Es

R€, KOx20€E24022 ; ilum addiess
set_itcm_basze_address

RE, k ; dlom base address
set_dtem_haze_address

selup_all sy

ROM:FFFFROEZC 1oc_FFFFOE/T

" ROM:FFFFOE7C
HOM: FFFFAEAG

e vector table

* Reset vector either
at 0x00000000 or
OxFFFF0000

ROM:FFFED208 loc_~FFFDLAR
! ROM:FFFFO2A8 ROV
UM s - F =3280 31

; CODE XREF
ADR A9, aCpuMExceplionk
Bl rrintf

CDOE XREF: ROM
R®, 1

geTc_timeaut

1rvalid_instruction_handlereBo.)
"\rAnCPU XM Ewnceplion [XK]: SPS

R

FFFFaziad]



RKUM:FFFFEQLS

<SignedH

ILO4 - Firmware

ROM:FFFFRA8A LOR
ROM:FFFFRA8S 5l
ROM: FFFFEoac 3LLS
" RUM:FFFFE98© g
* ROW:FFFFE94 :
ROM:FFFFEASE 3l
ROM:FFFFE0sc Mo
ROM* FFFFE0Ms MY
" RUM:FFFFEAS il
:CH: FFFFRANE aL
OH: FFFFEAME ;
WOM-FFFFE0AC gBootVersion2€155 DCE “BDOT Vers
* ROM FFFFESCR (R H
" KOH-FFFFECS Ll L
:CH: FFFFEACT ;
:0M: FFFFEaCcC CMP
ROM: FFFFEA0G 2EQ
* RUM:FFFFROCS SL

ROM: FFFFEACSE DCE "S_gned w",@
AOM:FFFFEOF ] OCE A
ROM:FFFFEOFE 2 DCE A

* KUM:FFHFEDL S (08 5 &
RCH:FFFFEEA ; --------- e
RCH: FFFFEIEA 220
ROM:EEFEEOES 2l

" RUM-FHFFESEC

FFFFOSBR
FRFFOSBE
FFFFOSBE
:FFFF2cB2
ROH:FFFFOSRA
:FFFF2cSRA
FFFF29RA
‘FFFFaoR4
FFFFOoRB
‘FEREAVRL
CEEREORPR
FEREOEPR
:FFFFOSP0
:FFFF2554
:FFFF2S58
FFFF2S5C
FFFFO9AB
TFEFFOOA4
FFFFOOAR
ROM:-F v AN

; orante string raght bebind function call and returr to anstruction a“ter string

prin._rext_string |

“Co_FFFFRYYE

r of fune

STYFD
Mov
LDORB
CHp

BLNE
LORE
CHP
BNE
ADD
LOMFD
RIC

T1an ['A"H’f rext

2R, =Dx40A5AH
subk_FFFF1EBL

sub FFFFaCGSs
sub_FFFF3ABE
sub_FFFF3B2C
get_store_Zlo_series ;
W, R

e, #l

sub_FFFF@ABC
print_vexl_slring ; prints sleing

for 23158624140241" ,€xD,6xA, 3

e, M
loc FFFFAISS
prin_rext_string ; prints string

nTr ; print 110 series numbher
winT <pace

; CODE XREF: R0OM:FFFFAGARTp
; ROM:FFEFaap4atp ...
<el, {R4}
R4, LR
3, [re)
WA, B
; COUE XRE-: print_next_strang+lCi)
pusc
R2, |[R&,v1)!
R2, mé
loc_FFFFA952
LR, R4, =3
<!, (nd)
PC, LR, £3

2?‘1“5

ROH:FFFFOEFS
ROMIFFFFOGFE
ROM:FFFFOSFE
\OM:FFFFOEFE
ROM:FFFFAEFE
ROMIFFFFQEFE
ROHIFFFFQERC
ROH:FFFFOS2@
RCH:FFFFOS2@
ROM:FFFFOSDG
ROMF-F-003
RUHIHHHFOE0L
ROH:FFFFOSaC
RCH:FFF e
ROM:FF 1

FoS
FFFO014
ROM:FFFFO014

tlurn lo in:

ruclion afler

putc

_uc_FFFFAgad
LORE

LS
»

BEY
STRE
ov
RET
nctinn pute

nstruction after s

CODE XREF: ROM:FFFF@AER™D
ROM:FFFFO4ARTD .

Ri, RE

Rl

"t

; CODE XREF: pule+13ij
RG, [R1,#(uart status ~eg - ACHIAAAAA)T
R, 2626
~0C_-F-FUPeD
RZ, |R1,iluam | _dala_reyg - €xCE262808) )
R6, R2



ILO4 code execution

Patch iLO flash bootblock with custom message and
infinite loop

flash socketed chip
serial output “Hello ECC2017!” \o/
No code signing

at least theoretical possible to port openBMC



BIOS flash blnwalk -E

e 2 images (A/B image




X86 side

e SPI flash connected to PCH only contains flash descriptor
and ME image

e BI|OS flash connected to iLO4 or FPGA

e BIOS flash mapped into x86 side via LPC



X86 side: autoport

board support auto generated
hacked up version of pilot 2 SIO
serial over LAN via iLO4

DDR3 SPD EEPROM not found
hardcode SPD image for now

currently still hangs in CAR migration



LPC trace

e LPC bus on TPM connector
e accessible without soldering

e CEstick FPGA board with iCE40 FPGA
e supported by yosys and arachne-pnr

e still work in progress



Thank you for your attention.

Questions?



