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Why this platform?

• good value (~200 Euro for system including mainboard, 
dual core Ivy Bridge CPU, power supply, chassis with 4 
3,5” HDD trays, 4GB RAM included, one RAM slot still 
empty)


• nice form factor


• ECC RAM


• native RAM init exists for this generation



Gathering information

• Have a look at the board


• Search for board schematics


• lspci, lsusb, …


• Dump all flash/EEPROM chip contents


• Finding out pinouts of possible debug connectors



Board overview



Board overview

diagram source: http://blog.themonsta.id.au/wp-content/uploads/2013/06/G8_Microserver_OriginalSystemDesign.png 
(the diagram seems to be from an early development version, but is quite similar to the real product)

http://blog.themonsta.id.au/wp-content/uploads/2013/06/G8_Microserver_OriginalSystemDesign.png


Socketing flash chip

• cheap solution


• does not interfere with the other chips


• writing flash chip is easy



Flash/EEPROM chips
• 16 MB ILO (SOIC16)


• 8 MB BIOS


• 2 MB IFD & ME


• Broadcom 256 kbytes firmware + config


• U12: 256 bytes: serial number, iLO username & password, asset tag


• U74: 8192 bytes: mac address (6 bytes used)


• U75: 256 bytes serial number again (?)


• eMMC



iLO4 JTAG + serial

38 pin MICTOR 
ARM ETM connector 

(JTAG + trace)

iLO serial port



iLO4 serial port
• use multimeter to find ground pin


• use logic analyzer to find the TX pin


• Connect USB-UART chip





iLO4 JTAG
• openOCD


• Info : JTAG tap: auto0.tap tap/device found: 0x07926021 
(mfg: 0x010 (NEC), part: 0x7926, ver: 0x0)


• iLO4 chip (probably a custom multi-die package)


• Info : JTAG tap: auto1.tap tap/device found: 0x0128d043 
(mfg: 0x021 (Lattice Semi.), part: 0x128d, ver: 0x0)


• Lattice LCMXO2280C (FPGA)



iLO4 flash: binwalk -E

• different sections: normal code, compressed, scrambled/
encrypted, empty



iLO4 - Firmware
• 16MB SPI flash


• Flash image consists of 2 parts:


• Flash boot loader (last 64kB of the flash)


• Main firmware sections


• ARM9 (or newer)


• Reset vector either at 0x00000000 or 0xFFFF0000



iLO4 - Firmware
• vector table


• Reset vector either 
at 0x00000000 or 
0xFFFF0000



iLO4 - Firmware



iLO4 code execution

• Patch iLO flash bootblock with custom message and 
infinite loop


• flash socketed chip


• serial output “Hello ECC2017!” \o/


• No code signing


• at least theoretical possible to port openBMC



BIOS flash: binwalk -E

• 2 images (A/B image)



x86 side

• SPI flash connected to PCH only contains flash descriptor 
and ME image


• BIOS flash connected to iLO4 or FPGA


• BIOS flash mapped into x86 side via LPC



x86 side: autoport
• board support auto generated


• hacked up version of pilot 2 SIO


• serial over LAN via iLO4


• DDR3 SPD EEPROM not found


• hardcode SPD image for now


• currently still hangs in CAR migration



LPC trace

• LPC bus on TPM connector


• accessible without soldering


• iCEstick FPGA board with iCE40 FPGA


• supported by yosys and arachne-pnr


• still work in progress



Questions?

Thank you for your attention.


